—
o
=3
(9]

A Brief History of Privacy

In the Spectrum of Technology

|— The beginning of privacy

‘Privacy’ evolving through social forms

Communal

The non-existing ‘privacy’
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People lived in small villages or
tribes, where everyone knows
everyone else’ secrets.

Individuals different from
the majority were not
accepted as a member of
the community and were
either isolated or exiled.

Privacy as public events
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The personal life of the royal
family members remained
uncovered all the time as

public events.

Royal families were
representative of the nation
and their marriages were
responsible for the changes
of political, economical and
cultural life.

Capitalistic

Sexual life became secrecy

Sexual/marriage relationships
split out from the public
information and became secrecy.

As the wealth possessed by
individuals and small groups
outgrew that by the governor,
and competition became the
driving force of a country’s
economic growth, more respect
and preservation were given to
private belongings, including
the personal information.

Defining ‘privacy’

|— The critical debate: What is privacy?

Control of information

Control also appears as
permission to the information
given to different social groups
in real practices.

According to observational
findings among social
animals, privacy as the

status of being isolated is

( Biological nature )

sought after as a basic

Seclusion

human need.

Too much ‘privacy’, for
example, domestic life,
can cause suppression
and psychological
problems. This was an
internal cause of the
feminism movements.

Related to the political institu-
tions of most western countries,

Human rights )

In some homogeneous
cultures in Asia, people are
more adapted to group
livings and less sensitive
about privacy.

with an emphasis on the
individual presence and value.

Digital age
|_ g g

/( Search engine )

For digging and hiding <

[Continuing from above]

Social media with its increasing
immersiveness has become a
storytelling of ourselves. It
somewhat makes a fabrication
believable because it is curated by
the person themselves. However,
the information by oneself does
not mean it is also about oneself.

\( Social media

Virtual private networks )

Services that makes
digging and hiding a

For hiding

Anti-tracking

common practice.

An open environment for
information sharing has resulted
in the existence of any personal

information more attainable by
the general public, as well as a
variety of way of defending it

/( Secure deletion )
~( Passive »—( Encryption )

/( Non-targeted/indirect )

Sensor network and smart cloud as
infrastructure remains a debatable

Crowd-tracking )——————

topic on the matter of privacy. A

primary doubt being wether the

For digging/tracking <

\( Crowd-sourcing )

benefit of public security,

convenience, environmental
protection, accessibility or other
goals worth the risk of the data
being used for vindictive purposes.

On-line advertising )

\( Targeted/direct )—( Data mining )

The culture of collective

surveillance found its
prototype in the political

Human flesh search engine movement in 1970s’ China.

When everyone reported on
everyone else’s behavior,
‘privacy’ became an utopian
word.

Purpose for hiding

/( Damaged reputation }——

As a defense of <

If you are not satisfied with, say,
the first results about you in
Google search and you cannot

delete it, you can improve it and

finally substitute the negative
result with more authoritative

answers provided by yourself. \

( Identity theft )

( Surveillance/tracking )

\( Government inspections )

/( Avoiding troubles/conflict }———

With technologies, we are more
inclined to tell a lie with less

As regulation for relationships

Such practices, of increasingly
importance to the use of social
media, raise a question about
current mode of privacy
management for these services.
As the policy focuses on the
permission given about one’s
personal information, what social
goals and experience- such as
hiding and playing with our
identity - can be offered as a
service of privacy management.

( Courtesy and white lies }————

sense of guilty. We can always
claim a “bug” of the technology
to keep our credit clean.

\( Playing with identity »——( Falsified information )

Plays an important role in the
build of identity in social life and
how we want to be perceived
and recognized.

Multiple online persona

on craigslist and
match.com

This is combined with the
collective recognition for
existing communities, e.g.:
seeking fore relationships

Self-taught techniques

A situation of ultimate
privacy, however, can be
found on someone who is
deprived of all the civil
rights, for example,
a prisoner.

It is more useful to consider the creative
practice for self-requlated privacy (such as
hiding using technology) instead of designing a
schema for filtering the data to different
audiences. This should to be the next idea
for designing privacy service .

It is hard to tell which one
started first: the awaking of
privacy or that of surveillance as
means of enforcing disciplines
or governing?

‘Privacy’ never exists?

Privacy is always relative.

It is a regulation of personal
relationships with different social
groups. Something secret to
group A may be totally
open to group B.

People with higher EQ are
more talented in balancing
social relationships by
managing the access of
information given to
different social groups.

|— Near future service for privacy | hypothetical inventions

A culture of collective

Analogue age
|— gue ag

Surveillance technologies

surveillance started it all?

that made defense more
of a necessity

Concealment as a reaction

The extreme example being the
wiretapping transcripts in the East
Germany as a public archive after
the fall of the Berlin Tall. It is a

Wiretapping )

(' DNA database )

( Intelligence investigation

( Central surveillance )

Biometrics

Info kept by third party ———

haunted experience to read one’s
own life written by an ‘invisible hand’,

especially when the uncovering of
‘privacy’ might have the power to
change one’s fate.

Information existing in the form of data
archive makes the uncovering of privacy
irreversible: it becomes an endless
iteration when the past visits the present.
This creates idle efforts for the operation
within the surveillance mechanics too,
because the discipline or context where
the record exist in may have disappeared
itself. A ‘selective memory’ is maybe what
should be expected with some advanced
information systems.

Third parties like banks,
telecommunication carriers,
airline companies keep records
of individual activities. They
can be digged out by
government under a certain
request such as search
warrant or subpoena.

Precautions )»—( Prophesying engine

( Algorithmic behavior /

(' Hacking )

( Infrastructure }—(_ Multi-functional infrastructure )——

A search engine just as powerful
as Google, but only telling what
will be sought out later based on
the information you are sharing.

Far future service for privac
|— P y

[Continuing below]

The difference between privacy in
the form of data and privacy as
human knowledge is that the
former does not own a criterion
of forgiveness and forgetting,
which is an important aspect of
the disciplines in real practice.

Knowing the algorithmic behavior
of data processing is like
knowing the guts of a friend. In
the negotiation between the
computing system and its user,
whoever is able to predict what
the other is thinking and to make
decisions based on that win out.

A city of hackable infrastruc-
tures that can be used as

Enabling creative use of privacy
and preventing past from visiting
present endlessly

components for adjusting the
exposure level of one’s

privacy in the public space.

—(_ Affiliation network }—

Service design

A social networking service that
encourages presentation of
diversified self-image to
different social groups. It
provides analysis of your
language and is able predict if a
hiding or lying can be made
under a specific relationship.

Most of the privacy matters happen without
prior notice. And once it's happening, it’s
hard to reverse the process: even the most
advanced technologies cannot erase the

Compensation }—( The improvable ‘me’ )/

memory of those who already saw the

information. However the broken privacy
could be improved by a diligent authoriza-

tion of information provided by oneself.
Finally it will proof the previous information

The notion of privacy will experience a
major change until the control over the
information, no matter how strict and
precise, no longer functions efficiently
or becomes way more costly than the
other way around, which is to give
permission to trusted parties and
groups. Then will we come to rethink
privacy as a privilege and responsibility
instead of taboo and restriction.

is invalid, biased or too trivial.

Should we deploy a database
system that knows how to forget

TEChnOIOQIGS and put an expiration date on

every piece of information?

The Internet is now in its 20s. But imagine
50 years later, the outdated and invalid
information will become a big burden and
distraction of efficient use of the technol-
ogy. Today there are numerous victims of
gossips over past happening online, as well
as unemployments caused by the discovery
of previous surgical conditions. A lot pains
can be reduced with the introduction of a
“forgetting mechanics” of the Internet.



